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Abstract Confidentiality, Integrity and Availability are the three key attributes in preserving the essence of the
data being used in remote exchanges between users & servers. Always there is need of maintaining a balance
between the access and the protection of the system dealing with data. The encryption concept also proved as a
powerful tool helps in enhancing the integrity of the remote data. The database server, clients and high speed
Internet services are very much essential for processing data as well as optimizing queries in remote
locations. Therefore security measures must be taken care, while processing private queries. It has been
observed that cloud computing plays a vital role of preserving queries while processing and maintaining the privacy
of data. In this paper, it is primarily focused regarding the security measures of data while processing queries in
remote locations where the position of database server is not known and implementation of cipher in data transfer.
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1. Introduction

Now a day’s the cloud concept facilitates an alternative
means of cheaper, faster and high-end computing power in
the hands of the common man, resulting the significant
increase in the cloud usage with ever increasing frequency
of data access and usage through remote locations. Along
with the benefits cloud computing also brings out certain
concerns like the security and privacy issues associated
with both the user as well as on the data. As the multiple
devices and user platforms can have the simultaneous
access to the cloud, and due to the lack of a concrete
means of authentication, it becomes very difficult to
manage the integrity of both user and the stored data. As it
is obvious that high speed internet service, efficient server
and client nodes as a part of cloud computing are essential
for processing queries where the position of database
server is not known. During this process, data is the
separate and private asset of the database server and
therefore it must be protected. While processing a user
query, the vital information associated with the client
nodes may be easily accessible and visible, so it should be
protected in cloud and from other client nodes database
servers. So, it is raised as one of the major problem
in cloud computing as to protect both, the data
privacy and the query privacy. In this case, possibly
the vital information may be encrypted before sending
to the destination resulting a challenge of tasks may
have to base, while dealing with data utilisation
services.

2. Review of Literature

People in the context of information security always
strived for achieving a better balance between access and
protection of the data in the systems, within their
approaches various significant achievements are
developed regarding the security and privacy issues are
follows as

e Tingjian, Ge et.al [1] have focused in their paper user
privacy and data privacy is considered together.
They have also in their paper analyzed and discussed
to enforce data privacy and user privacy over
outsourced database service.

e Guo, Yubin et.al [2] have discussed in their paper the
techniques to solve private processing of more
specific queries. They have also implemented some
techniques to public data column and private data
column by applying hash (#) join. But join by
hashing may not be able to retrieve other specific as
well as relevant data columns.

o Jerry Kiernan et.al [3] has discussed in their paper
that privacy of data owners and query users are
defined as data privacy and user privacy respectively.

e Hu, Haibo et.al [4] have suggested in their paper that
highly enhanced developing techniques may be used
to improve the efficiency of query processing
protocols.

o Kilzer et.al [5] have discussed in their paper about
some significant advancement security. They have
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used the access control mechanism along with
differential privacy. They have worked upon
mathematical bound potential privacy violation that
prevents information leak beyond data provider’s
policy.

e Kraft, D.H. et.al [6] in their paper has defined a
query as a combination from set of terms and set of
Boolean operators. The query set may be defined as
set of queries for documents, or the query processing
mechanism by which documents can be evaluated in
terms of their relevance to a given query.

e Feig M. etal [7] in their paper have defined
analytical query as a mathematical function that
maps the readings of a group of atoms to a scalar,
vector, a matrix, or a data cube. For the purpose of
studying the statistical feature of the system, popular
queries in this category generally include density,
first-order statistics, second-order statistics, and
histograms.

e Chapman A. et.al [8] have focused in their paper
about kernel functionalities of DBMSs to meet
challenges in scientific data management. It includes
work that deals with query language, data storage,
data compression, index design, 1/O scheduling, and
data provenance.

e In Amazon et.al [9] the implementation of VCL has
been observed. Most of its characteristics and
functionalities are desirable in a cloud. Practically it
may have a large intersection with Amazon Elastic
Cloud.

3. Problem Formulation

Usually, in a cloud computing environment, database
server, client nodes as well as service provider with high
speed internet connection are very much essential.
Database server may have big data set, and may process
the queries in the cloud. The data set may also contain
some sensitive attributes that may need to be protected
from the cloud. While on the other hand, the client fires
queries retrieves the identifiers associated with the data.
After the query processing, these identifiers may be used
to retrieve data. The query may be needed to be protected
against both the database server as well as the cloud.

Aciphermay be termed as an algorithm for
performing encryption or decryption to be followed as a
procedure. For example if g which is a plain text may be
required to be encrypted, then positioning the presence of
g it may be encrypted as f(q) which equals to
(g+t)/(position of q) where t may be the key applied in the
function. Similarly while decrypting the function f(q) may
be equal to (g-t)/(position of q). In this case g may also be
termed as query or set of queries and f(g) may be termed
as encrypted or decrypted index value associated with the
key. The query users may need to query and exact data
from cloud, but the query might disclose some sensitive
information, behavior patterns of the user.

3.1. Goals for cipher

Every security system should have a number of security
functions to assure the secrecy of the system. These
functions are usually referred to as the goals of the

security system like authentication, secrecy or
confidentiality, integrity, as well as service reliability and
availability.

3.2. Pseudocode-1 (Encryption mode)

cipher.init(Cipher.ENCRYPT_MODE, secKey);
String newtextFile = "newtext.txt";

String ciphergeneratedtextFile

= "ciphertextSymm.txt";

InputfileSt = new InputfileSt(newtextFile);
OutputfileSt= new OutputfileSt(newtextFile);
CiphergeneratedStream

= new CiphergeneratedStream(OutputfileSt,
cipher);

byte[] block = new byte[8];

inti;

while ((i = InputfileSt.read(block)) 1= -1) {
cos.write(block, 0, i);

}

String cleartextAgainFile

= "cleartextAgainSymm.txt";

3.3. Pseudocode-2 ( Decryption mode)

cipher.init(Cipher. DECRYPT_MODE, secKey);
fis = new InputfileSt(ciphertextFile);
InputcipherSt = new InputcipherSt(fis, cipher);
fos = new OutputfileSt(cleartext);

while ((i = cis.read(block)) !'=-1) {
fos.write(block, 0, i);

}

3.4. Performance Evaluation Methodology

It defines the mechanisms to evaluate the performance
of the cipher.

The experiments have been already conducted. The
simulation program is compiled using the default settings
in .NET 2003. It has been observed that to evaluate the
performance of the cipher the parameters associated with
the cipher should be determined, and also it is dependent
on mechanism to encrypt or decrypt the data blocks.

It has been experimented by having key size 64 bits,
192 bits and the block size with 64 bits and 128 bits along
with 20527 and 45911 input size.

Since the security features of each algorithm as their
strength against cryptographic attacks is already known
and discussed. The chosen factor here to determine the
performance is the algorithm's speed to encrypt/decrypt
data blocks of various sizes.

While simulating it may accept three inputs, i.e.
algorithm, Cipher Mode and data block size. After a
successful execution, the data generated, encrypted, and
decrypted may be represented. It has been observed that
most of the characters may not appear since they may not
have character representation.  After  successful
encryption/decryption process it may be assured that all
the data are processed in the right way by comparing the
generated data.

It is observed that either to outsource data or to make
privacy on reserved or personal data, solutions associated
with the appropriate queries may be achieved along with
secure traversal framework and encryption scheme. The
framework may be scalable to the large datasets. By
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analyzing the performance of large data sets associated
with the framework it is seen that that computation time as
well as the query response time are interdependent with
different types of queries.

4. Conclusion

Apart from this security and privacy issue regarding the
data and the queries, the research is being ongoing on
Cloud computing concepts like virtualization, distributed
computing, utility computing etc. This implies flexibility,
on the demand services as well as reduced information
technology overhead for the end-user computing systems.
Along with the assumption of relevant set of queries along
with the query terms, also the non query terms associated
with the set of queries have been investigated. It has been
observed that the finding of the optimal range of non
query terms associated with the set of queries may be
more difficult to accomplish rather than for query terms
associated with the set of queries.

Related Work

The application of the data abstraction mechanism,
which is seen as a generalisation principle may be used for
preserving the data and maintaining the privacy of the
usage. Regarding the privacy of the user data there are
many solutions available, out of which encryption may be
a feasible solution for the remote security. As the nature
implies that the data inconsistency, redundancy and
misuse in the cloud is quite possible. It has been suggested
for implementation of encryption mechanisms on data
with heterogeneity is also required. It is understood that
the aggregate functions on various data may be rewritten

and processed in encrypted form so that the protection
level may be enhanced in the remote processing. While
implementing the retrieval mechanism, the conditions
associated with the queries may be masked to provide the
enhanced privacy and confidentiality.
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